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1. Organisational Background 

 

The Jesuit Centre for Theological Reflection (JCTR), a faith based organisation and a ministry of 

the Society of Jesus (Jesuits), was formed in 1988 to translate into action Christian principles and 

values in its quest to promote social justice in Zambia. It provides from a faith inspired perspective, 

a critical understanding of current social, political and economic issues and generates action to 

address them. Key to its mission is the gathering and analysing of pertinent and topical data on 

issues, whose results are then employed in popular education and engagement with policy makers, 

service providers and other duty bearers on the identified issues. Additionally, JCTR builds 

capacities and creates platforms for community members to participate in dialogue for legislative, 

policy as well as practical change. 

 

JCTR’s ethos are derived primarily from the Christian faith and its Church Social Teaching (CST), 

a body of social wisdom derived from the Christian scriptures, the teaching of Popes, theologians, 

social sciences, common human experiences, as well as from other influential church leaders. Its 

mission is outlined in the following statement: “From a faith inspired perspective the JCTR 

promotes justice for all in Zambia, especially for the poor, through research, education, advocacy 

and consultations”. Its vision is: “A Just Zambian Society, Guided by Faith Where Everyone 

Enjoys the Fullness of Life”. 
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2. Introduction 

 

The first international attempt to try to combat cybercrime was the treaty known as the Budapest 

Convention (the Budapest Convention). It was drawn up by the Council of Europe and adopted in 

2001. It used a technology-neutral language to describe certain acts which it deemed to be a risk 

to international cyber security. A tribute to its longevity is the fact that many still regard it as the 

gold standard when it comes to tackling cybercrime. This is in spite of the fact that technology 

continues to rapidly develop, and with it, the risks to cyber security.  

 

In Africa, and in the southern Africa region in particular, there have been similar attempts to 

respond to contemporary risks to cyber security. In 2011, the African Union drafted its own 

Convention on Cyber Security and Personal Data Protection (AU Convention), which was adopted 

in 2014. Following on from the AU Convention, South Africa enacted its own legislation dealing 

with cyber security, called the Cyber Crimes Act No. 19 of 2020 (South Africa Cyber Crimes Act).   

 

While Zambia has not signed the Budapest Convention, it has ratified the AU Convention. 

Furthermore, in 2021, Zambia enacted its own legislation on cybersecurity, entitled the 

Cybersecurity and Cyber Crimes Act No. 2 of 2021 (Zambia Cyber Crimes Act). JCTR would like 

to commend the Government on this enactment, as it seeks to join with the region and indeed with 

the world, as we struggle to combat risks to cyber security.    

 

JCTR has been approached by the Ministry of Technology and Science to comment on the Zambia 

Cyber Crimes Act, in order that amendments may be made to further strengthen this legislation. 

Following on from this request, JCTR would like to forward its comments to the Ministry, in the 

format it was requested in. Therefore, what follows is a table indicating the section numbers of the 

Zambia Cyber Crimes Act, with specific comments and general comments associated with each 

section number included.  
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3. Review of the Cyber Security and Cyber Crimes Act No. 2 of 2021 

 

For the text of the review submitted by JCTR, find forwarded in these next pages the input 

contained in the format requested by the Ministry of Technology and Science. 
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Review of the Cyber Security and Cyber Crimes Act No. 2 of 2021 

Stakeholder Consultations 

 Arrangement 

of Sections 

Specific Comments General Comments 

1. Institution JCTR is a faith based organization with a special interest in 

promoting both faith and justice in Zambia society. We welcome 

this opportunity to make submissions, therefore, on the important 

topic of cyber security and cyber-crimes.   

 

2. Part 1 – 

Preliminary 

Provisions 

  

  

Definition of 

“Child” 

 

“Child” is defined in the Zambia Cyber Crimes Act according to 

the definition found in the Constitution of Zambia. Article 266 of 

the Zambian Constitution says that a child is a person who has 

attained, or is below, the age of 18 years. Since it emphasises that 

a child is a person who has already attained the age of 18, it in effect 

means that a child is any person who is below the age of 19. This 

is out of sync with international law. Article 1 of the UN 

Convention on the Rights of the Child (1989) stipulates that a child 

is any person below the age of 18. Zambia is a signatory to this 

Convention (1991). This is also the definition used in the African 

Charter on the Rights and Welfare of the Child, article 2. Finally, 

this same definition is also found in the Council of Europe 

Convention on the Protection of Children against Sexual 

Exploitation and Sexual Abuse (2007), article 3. Therefore, it is 

suggested that the definition of child in the Act be amended to 

reflect international law.   

 

 

It is recommended that the definition of “Child” be 

amended to reflect International Law, namely, being a 

person below the age of 18 years.  

 

 

 

 Definition of 

“Computer” 

and 

“Computer” and “Computer Systems”. These definitions could use 

some revision in the Zambia Cyber Crimes Act. “Computer” is 

defined in terms of the Electronic Communications and 

It is recommended that the definition of “Computer” and 

“Computer systems” be amended so as to be more easily 

read together and be able to reference one another, and 
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“Computer 

Systems” 

Transactions Act of 2021. This is a detailed definition which is 

good, because on the face of it, it seems like it will include modern 

computing devices, like smart phones. But it does not mention 

computer systems, which are separately defined in the Zambia 

Cyber Crimes Act. The only problem is, that the definition of 

“computer systems” simply mentions ‘integrated devices’ and does 

not specifically mention computers. Therefore there is a tenuous 

link between the definitions of computers and computer systems in 

the Act. This link is made more explicit in the Budapest 

Convention (2001), article 1, because it defines computer system 

to include single or integrated devices. The AU Convention on 

Cyber Security and Personal Data Protection (2014) does the same 

thing, by defining computer system to include both single devices 

and interconnected devices. The Guidelines to the Budapest 

Convention (2012) stipulate that the definition of computer system 

should be as broad as possible to include modern devices. 

Therefore, it is suggested that the definitions of “computer” and 

“computer systems” be revised and integrated to one another, to 

enable as broad a reach as possible in the definitions.     

 

to be defined as broadly as possible to include modern 

computing devices.  

 

 Definition of 

“Computer 

Data” 

The definition of the term “Computer data” is word for word the 

same as the Budapest Convention, which is fine. It is broad enough 

to capture many different forms of data. However, the observation 

given above is relevant. The Budapest Convention defines 

computer data with reference to a computer system, which is 

defined to be either single or integrated computers. But the 

definition of computer system in the Act only pertains to integrated 

devices (2 or more computers). Therefore, prima facie, “computer 

data” in the Zambia Cyber Crimes Act only refers to data suitable 

to be processed on integrated devices (2 or more computers). If the 

definitions of “computer” and “computer systems” were integrated, 

this problem could be solved. Once again, it is recommended that 

The definition of “computer data” only references 

computer systems, which are defined only as integrated 

computers in the Zambia Cyber Crimes Act. Therefore, 

either this definition needs to be revised so as to 

explicitly reference both computers and computer 

systems, or the definitions of “computer” and “computer 

systems” have to be revised so as to better reference one 

another.   
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the definition of “computer” and “computer systems” be better 

integrated to be read together.  

 

 Definition of 

“Traffic Data” 

The definition of “traffic data” suffers from the same fault as the 

definition of “computer data” as discussed above. It is only defined 

in terms of computer systems, which are defined in the Zambia 

Cyber Crimes Act as integrated devices and do not include single 

computers. Therefore, the definition of “traffic data” should be 

revised so as to include both single and integrated computers.  

 

It is recommended that the definition of “traffic data” be 

amended so as to include both single and integrated 

computers. Therefore, either the definition of “traffic 

data” should be amended, or the definition of 

“computer” and “computer systems” needs to be 

integrated.  

 

 Definition of 

“Service 

Provider” 

The definition of “service provider” needs to be revised. It is 

defined with reference to an electronic communications system, 

which is not separately defined in the Zambia Cyber Crimes Act. 

What is defined is “electronic communications service.” Therefore, 

either the definition of “service provider” needs to be amended to 

reference electronic communications service, or electronic 

communications system needs to be defined in more detail. Perhaps 

a third alternative is to use the approach adopted in the Budapest 

Convention by referencing any public or private entity which 

provides the service of communication by means of a computer 

system (understood as being either a single computer or integrated 

device).  

 

The definition of “service provider” should be revised, 

so as to reference a term that is defined in the Zambia 

Cyber Crimes Act. It references “electronic 

communications system” which is not defined, but 

“electronic communications service” is defined. 

Therefore, a more detailed definition should be 

provided.  

 

3. Part III –  

Inspectorate 

  

 S8(1)  

 

 

 

Section 8 (1) makes provision for the appointment of a cyber 

inspector. Rather than giving a single person the authority to do 

the inspection, another way of organizing inspection is to appoint 

a person to assist a police officer in the search warrant issued by a 

Magistrate. That way, the inspector is only an assistant to a police 

officer and has no authority outside of the very specific provisions 

of a particular search warrant. This avoids giving one person too 

much power to monitor, search and seize computers and computer 

It is recommended that Part III be amended to appoint an 

inspector, not by virtue of an Authority, but by virtue of 

a search warrant issued by a court official. See section 

25 of the South Africa Cyber Crimes Act No.19 of 2020.  
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systems. This is the way adopted by the South Africa Cyber 

Crimes Act No. 19 of 2020. See section 25. It is recommended 

that the authority given to inspectors be limited in this way.  

 S9 Section 9 permits the cyber inspector to monitor and inspect a 

computer system, or enter and inspect the premises of a cyber 

security service provider. The only criticism of this provision is 

that the link between the warrant and the particular computer 

system or service provider is not sufficiently established. A cyber 

inspector cannot monitor or inspect any computer system, or any 

premises of any security service provider. This provision should 

make clear that it is only the particular computer systems or 

premises identified in the warrant that they are allowed to 

monitor, inspect and enter. This provision should be revised to 

make more explicit this link. This is to give as much protection as 

possible of the freedom from unlawful searches contained in 

Article 17 of the Zambian Constitution. 

Section 9 should be revised so as to make explicit that 

the inspector should only monitor and inspect the 

computer system specifically identified in the warrant – 

and enter and inspect only the premises of the service 

provider mentioned in the warrant. This is to give as 

much protection as possible of the freedom from 

unlawful searches contained in Article 17 of the 

Zambian Constitution.  

 S11 Section 11 gives the cyber inspector wide powers to search a 

premises or computer system, amongst other things. While the 

powers to search and seize information is crucial to law 

enforcement and to the Zambia Cyber Crimes Act in particular, 

these powers must be interpreted in as limited a way as possible, 

so as to give protection to the right not to be the subject of a 

search – either of our person or property – which is contained in 

Article 17 of the Zambian Constitution. One way to ensure this is 

to revise S11 so as to make sure that the cyber inspector only 

conducts the search on articles stipulated in the warrant 

specifically, or on articles reasonably believed to be associated 

with the investigation. It is therefore recommended that S11 be 

revised so as to better reflect the link between the warrant and the 

search being conducted. For an outline of a detailed stipulation of 

the link between a warrant and a search in connection with cyber 

crime, see section 29 of the South Africa Cyber Crimes Act No. 

19 of 2020. 

It is recommended that S11 be revised that a better link 

is provided between the warrant issued to the cyber 

inspector and the search being conducted. The 

legislation can be very specific in this regard, which 

would limit the power the cyber inspector has to conduct 

the search. The search must be done under very specific 

conditions – conditions provided for by the Courts in a 

warrant.  
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 S13 Section 13 allows the Director-General to appoint a cyber security 

expert to assist a cyber inspector. This cyber security expert is not 

conducting their business under any warrant. It is recommended 

that section 13 be revised so as to necessitate the mention of the 

particular cyber security expert in the warrant issued for a 

particular search.  

It is recommended that section 13 be amended so as to 

provide the necessity of the cyber security expert to be 

named in the warrant issued for a particular search.  

 S14 Section 14 gives wide ranging powers to the Minister to issue 

regulations which would enable the Minister to take unspecified 

measures towards preventing, detecting or countering a threat to 

various important areas. This section makes it an offence to not 

comply with these measures issued by the Minister. Having such 

powers to do ANYTHING which may be seen to be necessary for 

this aim, however noble, gives the Minister powers which are too 

wide in scope. It is therefore recommended that the measures to 

be taken by the Minister should be specified in more detail – at 

least by mentioning the limits within which the Minister must 

operate. In particular, section 14 should mention which electronic 

system, computer system and information system is referenced in 

S14 (g).  

Section 14 needs to be revised to be more specific 

concerning the measures that the Minister may take 

towards preventing, detecting or countering a threat to 

various important areas.    

4. Part 9 -  

Cybercrime 

 

  

 S49(1)  

 

S49(1) of the Zambia Cyber Crimes Act makes it an offense to 

intentionally access or intercept any data without legal 

authorization, or who exceeds a given authority. This one provision 

deals in the same sentence with two very important concepts, 

namely access and interception. Because they are dealt with 

together in one provision, not enough attention can be given to 

either. For instance, what does access mean? What does 

interception mean? What do both mean in relation to computers or 

computer systems? The South Africa Cyber Crimes Act No. 19 of 

2020 separates access and interception, dealing with the two 

separately (access in section 2, interception in section 3). Access is 

The fact that access and interception are not dealt with 

separately in the Zambia Cyber Crimes Act (both being 

dealt with in one sentence in S49 (1)), means that access 

and interception are not discussed adequately. It is 

recommended that separate provisions are given to 

illegal access and illegal interception.  
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defined in this legislation with reference to usage and storage of the 

data. Usage is exhaustively discussed also. With regard to 

interception, by dealing separately with this, the legislation is able 

to discuss possession of data obtained by illegal interception and 

this constitutes an offense in this legislation. Interception of data is 

defined exhaustively in this legislation too. 

It is therefore recommended that interception and access should be 

dealt with separately in the Zambia Cyber Crimes Act, with 

sufficient attention given to the meanings of access and 

interception.     

 

 

 S49(2) Section 49(2) of the Zambia Cyber Crimes Act deals with data 

interference. This section can be more detailed. Interference only 

pertains to data. But it says nothing about interfering with a 

computer programme. Furthermore, only modification, destruction 

or the ‘being rendered ineffective’ is the only actions to result in an 

offense. What about denying access to the data which is held in 

storage? Section 5 of the South Africa Cyber Crimes Act No. 19 of 

2020 separates the interference of data and a computer programme, 

and exhaustively lays out what actions to the data or computer 

programme will result in an offense. Therefore, it is recommended 

that this section be revised to include more detail as to what 

interference with data or a computer programme mean.  

S49(2) does not separate interference done to data and to 

a computer programme. Furthermore, it does not 

adequately stipulate what interference means. For 

example, does denying access to data amount to 

interference? It is recommended that this section is 

revised and made more detailed.  

 S49(3) Section 49(3) creates an offence with relation to data associated 

with a critical information structure – dealing with national security 

or the provision of an essential service. It is interesting to note that 

the South Africa Cyber Crimes Act No. 19 of 2020 deals with 

national security issues as well as offences which are intended to 

harm the safety and security of a person or persons, as 

aggravated offences. Moreover, it specifically lists the offences 

which would be aggravated if they relate either to national security 

or the safety of the public. The same penalty is given to these 

It is recommended that Section 49(3) be revised, so that 

it is linked with other aggravated offences. Furthermore, 

it is recommended that the penalty for offences against 

national security and essential services be congruent 

with offences which risk the health and security of the 

public.   
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aggravated offences in this legislation. But in the Zambian 

legislation, the disparity is remarkable. Twenty five years is the 

ceiling for the penalty for offences against national security 

according to S49(3), but five years appears to be the starting 

penalty for the offence risking the lives and security of the public 

(see . It seems like more emphasis is being placed on the protection 

of national security than on the security of the public. It is 

recommended that S49(3) be revised to be linked with other 

aggravating offences, and that equal emphasis be placed on 

offences against national security and offences which risk public 

health and safety.  

 S49 (4) Section 49(4) creates the offence of communication of data 

illegally obtained, as well as interfering with the computer system 

through the destruction or damage to that system. Ideally, the 

offence dealing with disclosure of information and interference 

with a computer system should be dealt with separately. This 

allows a more detailed exploration of the two offences. For 

instance, the offence of disclosure could meaningfully applied not 

only to computer data illegally obtained, but to personal 

information which is obtained legally but perhaps forwarded 

without the consent of the person. The latter case could include 

intimate photos taken of a person, which that person did not want 

disclosed to a third part. This is specifically dealt with in S16 of the 

South Africa Cyber Crimes Act No. 19 of 2020. The offence of 

interference needs also to be dealt with in more depth and with 

more clarity. In the Zambia Cyber Crimes Act, the offence of 

interference seems to be dealt with in two places, namely S49 (4) 

as well as S61. This offence should be dealt with in one section. It 

is recommended therefore that the offences of interference and 

disclosure be dealt with separately and in more detail.   

S49 (4) creates two offences, namely interference and 

disclosure of information illegally obtained. This section 

should be revised so as to deal with these two offences 

separately and in more detail. The offence of 

interference should also take into account S61, which 

seems to deal with interference as well.  

 S51 Section 51 creates the offence of computer forgery, describing the 

production of false data presented as being authentic. There are two 

ways in which this section can be improved. The first is that there 

Section 51, detailing the offence of computer forgery, 

needs to be revised to include the element of prejudice to 

a third party. What if a magazine provides a photo that 
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is no requirement for this crime that prejudice is suffered by a third 

party. Therefore, the mere production of inauthentic data, with the 

intention that it be seen as authentic, is criminalized. This is in spite 

of the fact that a third party may not be prejudiced by this. Does 

this mean that photos produced for a magazine, which are intended 

to be seen to depict the actual persons but which have been altered 

to improve their looks, is criminalized? Surely no prejudice is 

suffered by a third party when looking at a magazine photo which 

has been improved for our consumption? Therefore, prejudice to a 

third party surely must be an important component of this offence. 

Secondly, the offence only relates to computer data. What about 

the production of an inauthentic computer programme, like false 

websites or applications intended to be seen as original? Therefore, 

it is recommended that the element of prejudice is included in this 

offence.   

has been ‘improved’ or photo shopped, but which is 

intended to be seen as authentic. Is this criminalized? 

Prejudice to a third party should be a part of this offence. 

It should also be extended to include false computer 

programmes presented as original.  

 S51 and 52 S51 creates the offence of computer forgery and S52 creates the 

offence of computer extortion. But the offence of computer fraud 

does not seem to be listed in Part IX. The Budapest Convention in 

article 8 emphasises that countries should have legislation detailing 

an offence of computer fraud, which involves the input, alteration, 

deletion or suppression of computer data or the interference with a 

computer system, with fraudulent intent to gain an economic 

benefit. It is therefore recommended that Part IX needs to include 

a provision which creates the offence of computer fraud.   

S51 creates the offence of computer forgery and S52 

creates the offence of computer extortion. But the 

offence of computer fraud does not seem to be listed in 

Part IX. Part IX needs to include a provision which 

creates an offence of computer fraud.  

 S54 Section 54 makes it an offence to use a computer system to 

compromise the safety and security of any other person. However, 

the offence only relates to publication of information. What about 

the interference with a computer system that impacts the safety and 

security of a person? What about computer forgery that results in 

danger to the safety and security of a person? By restricting this 

offence to publication, it is unduly limiting its scope. Therefore, 

this section should be revised to include all offences in Part IX 

which cause a danger or actual damage to the safety and security 

S54 makes it an offence to publish data in any form 

which compromises the safety and security of one 

person. This section should be expanded to include not 

just publication of data, but all offences relating to data 

mentioned in Part IX which compromise the safety and 

security of a person. And it should be expanded to 

include not just one person, but the general public.   
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of a person. Also, it only references one person. What about the 

safety and security of the public in general? S54 should be 

expanded to include the safety and security of the public in general 

as well. 

 S59 Section 59 creates the offence of the production, circulation, 

advertising and exhibition of images in whatever format which 

‘corrupts public morals’. Firstly, this section has nothing to do with 

cyber security or cybercrimes, so its presence in this legislation 

could be called into question. Secondly, its wording is so broad that 

any image could fall into it, due to the uncertainty as to the content 

of ‘public morals’. This violates the principle of legality, which 

stipulates that a citizen should be able to understand the content of 

the crime so as to be able to avoid violating the law. This 

uncertainty presents a risk that the government will abuse this 

provision. It may use it to suppress any image at all, or indeed any 

person associated with the image. Ultimately, this provision 

threatens to violate the human right of freedom of expression, 

which is contained in Article 20 of the Constitution of Zambia. It 

is therefore recommended that S59 be repealed in its entirety.    

Section 59 should be repealed in its entirety, for the 

following reasons: it doesn’t deal with cyber security or 

cyber crimes, the term ‘public morals’ is not certain 

enough to enable citizens to avoid breaking the law, the 

immense danger that the government can use this 

provision to suppress any image at all, which violates 

Article 20 of the Constitution of Zambia.  

 S62 Section 62 makes it an offence to transmit multiple electronic 

communications from and through a computer system, unless 

under very specific circumstances. This section, prima facie, 

violates articles 20 and 21 of the Zambian Constitution, which is 

freedom of expression and freedom of association. Why would you 

need permission to send messages to a group of people? If the 

ultimate mischief which is to be avoided by this offence is really 

the spamming of people with messages, then this technical term is 

to be preferred, and the offence is to be very carefully crafted to 

only refer to the spamming of people. In other words, the sending 

of multiple electronic communications is fine, unless it amounts to 

spamming. It is therefore recommended that this section be revised 

to only refer to spamming.  

Section 62 makes it an offence in general to send 

multiple electronic communications – which violates the 

freedom of expression and association in the Zambian 

constitution (Article 20 and 21). What this section is 

really aimed at is spamming, and the offence should be 

revised to deal only with spamming.  
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 S65 Section 65 makes it an offence to use hate speech when using a 

computer system. This provision is unclear. What is hate speech? 

Without clarification of what constitutes hate speech, this provision 

opens up the risk of abuse by the government. It is therefore 

recommended that this section be revised to be more specific. An 

insightful section in the South African Constitution may be helpful. 

Section 16 of the SA Constitution prohibits speech which amounts 

to an advocacy of hatred, which speech constitutes an incitement 

to cause harm. Therefore, the provision deals not with any speech 

in particular, but with hate speech that is intended to cause physical 

harm to the population or to a person.  

It is recommended that S65 be revised as to be more 

specific as to what amounts to hate speech. Otherwise, 

this section could apply to any speech which the 

Government deems to be hate speech – which would 

enable the Government to use this provision to suppress 

any legitimate voices in the community which the 

Government may consider to be threatening. This is an 

obvious violation of article 20 of the Zambian 

Constitution, the freedom of expression.   

 Missing 

Provisions 

from Part IX 

Part IX does not have a provision which deals with corporate 

liability. The Budapest Convention (article 12) suggests that 

national laws be enacted which make any offence involving 

computer data or computer systems, but which are committed by 

individuals in the name and for the benefit of a company, offences 

in their own right. It is recommended that this Act include a 

provision which deals with corporate liability.   

It is recommended that this Act include provisions 

which deal with corporate liability for offences dealing 

with computer data or computer systems.  
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4. Conclusion 

When developing legislation dealing with cyber security, one has to balance competing rights. On 

the one hand, one has to protect the human rights to privacy, to freedom of association, and the 

freedom of expression (articles 17, 20, and 21 of the Zambian Constitution). However, one also 

has to protect the right to security of person and the protection of law (article 11 of the Zambian 

Constitution).  

 

In the Zambia Cyber Crimes Act, this tension is clearly seen between competing rights. Overall, 

this piece of legislation represents a contemporary attempt to respond to the very real risks to 

cyber security of the people in Zambia and of the nation as a whole. However, JCTR would like 

to emphasise that these risks should never be raised as reasons to effectively deprive people of 

the rights to privacy, freedom of expression, as well as the right not to be subjected to search and 

seizure without due process or adequate reason. JCTR hopes that this concern is sufficiently 

expressed in its submissions presented here.  

 

 

 

 

 

 

 


